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16.  The economics of the smart grid 
technological innovation
Luciano de Castro, Joisa Dutra and Vivian Figer

1.  INTRODUCTION

The power system was recently described as a “central nervous system”1 
and is in the midst of the digital revolution, driven by environmental 
concerns and rapidly evolving technology. The grid2 is evolving from 
a one-way power flow (from central station power plants to end-users) 
to two-way power flow on both transmission lines and local distribu-
tion networks. Multidirectional power flows enable the development 
of microgrids and on-site distributed generation (DG). The timescales 
of power balancing have shifted from daily to second-to-second to 
millisecond-to-millisecond. The demands of the modern electricity system 
will increasingly require innovation in technologies, markets and system 
operations (for example, balancing authorities). The technologies that 
offer two-way communications and intelligent controls allow for a range 
of electricity services related products that rely on computer-based remote 
control and automation, boosting the adoption of distributed energy 
resources (DERs). The core of the modernization policy for the electric 
grid is to ensure that the electricity system is reliable, resilient and secure, 
while environmentally responsible at a cost-effective way. Those are the 
pillars of the modern electricity agenda.

Until the mid-1990s, electricity was produced and delivered to consum-
ers by vertically integrated state-controlled monopolies (being the majority 
served by investor-owned utilities – IOUs), operating under cost-of-service 
regulation. From the 1980s onwards, mainly between 1995 and 2002 
the industry went through major regulatory reform, or the “electricity 
restructuring.” The one-way power flow and consequently solid value of 
its product – electricity delivered – had protected utilities from disruptive 
threats. The 2001 California electricity crisis and increasing environmental 
concerns had shifted the focus of electricity policy as technology innova-
tion and the two-way power flow changes the role of consumers in the 
value network and forces utilities to review its own value proposition.

The power sector is going through a radical transformation and may 
be facing some disruptive threats, although it is still not clear which 
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innovations will be disruptive. If the regulatory framework does not 
follow the transformation to provide incentives for efficient changing of 
the recovery paradigms the impact on utilities, investors and consumers 
will be adverse. Lessons should be learned by the deregulation in two 
other industries: airlines and telecommunications, which were also price 
regulated and capital intensive.3 New technologies that improve the 
performance of a product – whether radically or marginally – consumers 
already know and value are called sustaining technologies.4 They increase 
firm’s sales to their most profitable customers, or their mainstream 
consumers. While disruptive technologies “introduce a different package 
of attributes from the ones mainstream consumers historically value,”5 
creating a new value proposition, and they generally underperform in the 
mainstream market in the short-term. Disruptive innovation, on the other 
hand, is an innovation that helps create a new market and value network. 
They are initially considered inferior by most in the mainstream market. 
Disruptive innovation shouldn’t be confused with major breakthroughs, 
even those that change the industry’s competitive patterns (Uber and 
Netflix).6 The disrupter begins targeting a neglected share of consumers 
by the incumbent, which in turns fails to realize the innovation process in 
course. Eventually, the advent of a novel technology or business model 
allows new entrants to move upmarket and challenge incumbents with 
lower costs (through a disruptive path). In a 2013 report,7 Kind argued 
that – probably given the low share of DERs in the national load – inves-
tors were not worried enough of the disruptive threat from these new 
technologies.

As extreme weather events (climate change) are becoming more fre-
quent, policymakers also seek for new technologies that allow for fast 
recovery from disruptions (higher resilience). Driven by climate change8 
and the urge to decrease GHG emissions, allied with technological 
innovation, countries are increasing the deployment of renewable sources, 
especially solar and wind.

The integration of intermittent resources will also bring more complex-
ity for the operation of the system. It will change the overall manage-
ment of the network, capacity expansion and planning, as well as the 
economics of the power system. The intermittency inherent to these new 
resources comprises two distinct features: high limited-controllable vari-
ability and unpredictability. It demands a more flexible response of the 
power system, highlighting the importance of ancillary services. Market 
rules and the regulatory framework should evolve to create an environ-
ment for a new business model for delivering these services. Flexibility 
in the generation resources, additional operating reserves, integration of 
balancing areas and enhancement of balancing markets, integration of 

M4475-CONSIDINE_9781784712297_t.indd   352 01/05/2018   13:14

Luciano de Castro, Joisa Dutra and Vivian Figer - 9781784712303
Downloaded from Elgar Online at 06/10/2020 11:45:10AM by emma.penton@e-elgar.co.uk

via AUTHOR COPY - NOT TO BE POSTED IN AN OPEN ONLINE REPOSITORY



The economics of the smart grid technological innovation    353

Demand Response (DR), storage technologies, Electric Vehicles (EV) 
and market rules will have to be thought together to guarantee lower 
operation cost, market price and system stability.

Smart Grid (SG) technologies increase the visibility of the system 
and allow for better remote real-time monitoring and automation, data 
acquisition and analysis of the state of the transmission and distribution 
(T&D) system. For instance, advanced metering infrastructure (AMI – 
smart meters) combine meters with two-way communication capabilities, 
enabling a variety of dynamic pricing mechanisms and demand response 
programs. Those, in turn, can contribute in reducing the volatility of 
demand, the peak demand and the ability of suppliers to exercise market 
power. Another technology at the core of the smart grid that may change 
how requirements are set is the phasor measurement unit (PMU). This 
allows synchronized real-time measurements of multiple remote meas-
urement points on the grid and will help balance supply and demand 
continuously at a lower cost upon the significant increase of intermittent 
generation on the high voltage network.

Widespread connection of DERs also increase digital complexity and 
attack surfaces, raising data security, cybersecurity and privacy-related 
issues. As services become more digital and automated, power disruptions 
have greater consequences. To unlock the potential of smart grid (SG) 
technologies, industry and utilities need to prepare for management and 
analysis of the huge amount of data that can be collected every moment. 
The commoditization of information arises as a strong new activity. The 
ability to collect and transform the data into valuable information is at 
the core of the smart grid transformation and in the value network of new 
business models to arise. The new flow of information has the potential to 
be disruptive to many other sectors and the workforce within them, such 
as building design, public safety-related services and appliance makers. 
Increasingly widespread consumption data also raises questions over the 
ownership and privacy concerns. Regulators have a key role in guiding 
data access by researchers and industries and maintaining privacy and 
security of data.9

The regulatory framework has to be revised to become more adaptive, 
allowing the innovation process to be efficient, fair and transparent. Since 
investing in SG technologies can either decrease operating costs or increase 
power quality, it is crucial to understand how the costs and benefits will 
be split among stakeholders: SG is not just a physical structure, but one 
that encompasses a range of actors and needs.10 We discuss the smart 
grid, address how the policy and regulatory environment should embrace 
the technological changes to increase efficiency and security of the power 
system and the opportunities and challenges associated to the deployment 
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of smart grid technologies at the transmission and distribution network as 
well as at the end-use metering level.

2.  UNDERSTANDING SMART GRID

2.1  What is smart grid?

The term “smart grid” refers to a wide variety of electric grid moderniza-
tion efforts and ideas, being best described as the “expanded use of new 
communications, sensing, and control systems throughout all levels of 
the electric grid.”11 It means, “computerizing” the electric utility grid.12 
The National Energy Technology Laboratory (NETL, 2009) defines five 
categories of smart-grid systems to describe this modernization (see also 
GAO, 2011):

1.	 integrated communications, including broadband and wireless 
communication

2.	 advanced grid components to improve system performance (smart 
devices such as switches, transformers, storage devices, and microgrids)

3.	 advanced control methods (including methods that automate distri-
bution and locate or correct faults or potential faults)

4.	 sensing and measurement technologies that enable information flows 
from physical grid components to system operators and consumers

5.	 improved interfaces and decision support, which organize the infor-
mation in item

Smart grid technologies are categorized by the Department of Energy13 

into customer systems (CS), advanced metering infrastructure (AMI), 
electric distribution systems (EDS) and electric transmission systems 
(ETS). Capabilities of the SG are: outage management; grid self-healing; 
DR; dynamic pricing; preventive maintenance of grid assets; integration 
of DERs and two-way communication between utilities and consumers.

According to the DOE’s (2015a) Quadrennial Technology Review 
(QTR), technologies expected to have great impact over the next 25 
years include: energy storage, distributed energy resources (DERs), vari-
able generation resources (most notably solar and wind), electric vehicles 
(EVs), power flow controllers and information and processing technology.
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2.2  Drivers

Driven by environmental concerns – climate change, local opposition to 
building new power plants and transmission lines, particulate matter, acid 
precipitation, water use, land and ecosystem impact – the urge to decrease 
GHG emissions, technological innovation and decreasing costs, countries 
are experiencing the increased deployment of renewable sources (especially 
solar and wind) and DERs. This requires more fast-acting, finer control of 
distribution grid operations to integrate variable, intermittent generation 
resources while maintaining high reliability. Big companies have already 
announced their intentions to run operations largely on renewables.14 
The DOE’s (2015b, 2017) Quadrennial Energy Review identifies as key 
trends of the electricity sector: the changing generation mix; low load 
growth; increasing vulnerabilities to severe weather/climate change; the 
proliferation of new technologies, services and market entrants; increasing 
consumer choice; emerging cyber/physical threats; aging infrastructure and 
workforce and the growing interdependence of regulatory jurisdictions.

Costs for many of the emerging energy supply technologies (grid-scale 
batteries, solar PV, LEDs) have fallen during the last decade, although 
their competitiveness against conventional ones is still in progress.15 
Although some believe that even without Obama’s climate regulation, 
state regulations may be enough for renewables to be competitive against 
coal.16

The cost of photovoltaics (PV) has declined by a factor of almost 100 
times since the 1950s.17 Solar deployment (PV and CSP) has been growing 
steadily. From 2009 to 2014 the compound annual growth rate was 31 
percent.18 Cost reductions of high-bandwidth communications systems are 
enabling more timely and granular information about conditions along 
power lines and within buildings.19 The number of homes in the United 
States with solar PV installations grew from 15,500 in 2004 to more than 
600,000 in 2014, and represents more than 80 percent of the capacity 
added in the past four years.20

The GDP X energy growth has diverged significantly across countries. 
Among the OECD countries, growth in GPD was associated with a slight 
decline in primary energy demand for the period 2000–2014.21 Energy 
efficiency and the transition to a more service-based economy explain part 
of this trend. In less developed countries – although this trend is not yet 
happening – energy theft also disturbs this relation.22 Smart grid technolo-
gies can help address both technical and non-technical loss problem with 
its enhanced monitoring, communication and control capabilities.

As levels of non-dispatchable resources increase, system operators have 
to maintain reliability while addressing the need for short, steeper ramps; 
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the potential for over-generation (curtailment is not readily achievable for 
some distributed generations) and decreased frequency response.23 When 
the sun is shining, demand for utility electricity is pushed down and as the 
sun sets net load rises very quickly the more solar PV is deployed. The 
California “Duck Curve” illustrates those new needs.24 Solar and wind are 
also not synchronously connected to the grid, in contrast to conventional 
generation, that may thus contribute to the system inertia as they can serve 
as baseload resources and as spinning reserves. This illustrates how the 
massive deployment of intermittent generation sources demands a more 
flexible response of the power system.

We examine the impact of the penetration of Non-Conventional Energy 
Resources (NCER) and DG on operation of generation plants. We look 
at the more technical aspects related to the security of the power system 
(stress of the system, voltage and frequency control, stability) and the 
efficient use of generation to meet demand. We discuss how the smart 
grid can be part of the solution for power system stability through varied 
control capabilities of the smart grid.25 The adoption of new communica-
tion  – sensing and control systems – allows the ISO to have real-time 
information on every plant operating conditions, and better remote 
monitor and control remotely in real time the distribution system. Other 
technologies, such as automatic breakers and switches accommodate 
significant quantities of DGs efficiently and safely. Although technology 
already exists for that, regulators must be active in structuring the markets 
to welcome new business models that unlock its potential. The evolution 
of the grid rests on how stakeholders and the regulatory framework evolve 
to provide enough financial incentives for retail consumers and service 
providers to make the necessary investments in new technologies.

The potential of smart grid is huge. It could reduce network operation 
and maintenance costs, improve reliability and resilience, integration of 
distributed renewable energy sources, accommodate demands for recharg-
ing of the electric vehicle of the future, expand the range of products that 
competing retail suppliers of electricity can offer, boosting competition 
and innovation in the retail sector. However, investments in smart grid 
technologies and its return lean on stakeholders determining the costs and 
benefits associated with integrating new services and technologies into the 
grid. It is important to understand how stakeholders and policymakers 
can efficiently value and integrate the services that new technologies 
can provide to the power system. It is not an easy task.26 Academics and 
policymakers are currently actively debating how to assign these costs of 
intermittency to specific generators to promote incentives.27 Deployment 
of ICT also requires policymakers to address privacy issues.

M4475-CONSIDINE_9781784712297_t.indd   356 01/05/2018   13:14

Luciano de Castro, Joisa Dutra and Vivian Figer - 9781784712303
Downloaded from Elgar Online at 06/10/2020 11:45:10AM by emma.penton@e-elgar.co.uk

via AUTHOR COPY - NOT TO BE POSTED IN AN OPEN ONLINE REPOSITORY



The economics of the smart grid technological innovation    357

2.3  Challenges

The present electric power delivery infrastructure was not designed to 
meet the increased demands of a digital society, with increased consumer 
participation and share of intermittent renewable power production. The 
power system of the present and the future has to integrate variable power 
from renewable energy resources that are located within transmission and 
distribution systems, the two-way power and communication flows, the 
participation of other actors other than utilities in generation of energy, 
advanced communications and control technologies, cybersecurity and 
physical threats magnified by the increase in extreme weather events. 
Energy policy, regulation and markets have to provide for incentives to 
unlock the potential of the smart grid to resolve the challenges posed by 
its own adoption and ensure electricity is safely and reliably delivered in a 
cost-effective way. Throughout this chapter we will examine this efficient/
optimal use.

The increased deployment of DERs brings the challenge of integration. 
They have to be connected and integrated to the grid. Otherwise, its value 
is not realized (provide support for grid reliability, voltage, frequency and 
reactive power). Experience in Germany28 provides a useful case study 
regarding the potential consequences of adding extensive amounts of 
DER without appropriate collaboration, planning, and strategic develop-
ment. Starting in 2000 a FIT program (for a period of 20 years) was set for 
solar power installations. In the meantime, electricity rates have increased. 
Increased production volume and technology advancements boosted 
adoption of solar PV in a self-reinforcing cycle. In addition, contrary to 
common sense, carbon emissions increased.29

For the sake of illustration, EPRI estimates that the cost of providing 
grid services for customers with distributed energy systems is currently 
about $51/month on average. In residential PV systems, for example, 
providing that same service completely independent of the grid would be 
four to eight times more expensive in the current configuration.30

In the absence of cost-effective storage, supply and demand must be bal-
anced in real time. Further ahead, integration of all types of storage and 
other resources such as plug-in EV may become the most efficient way to 
counter the variability of renewables. Most analyses currently focus on the 
integration of renewables without the deployment of cost-effective storage 
on a large scale. The dissemination of such technologies will change with 
the diffusion of plug-in vehicles and the dissemination of cost-effective 
distributed storage, that will facilitate the demand and supply balance, 
and in the limit, electricity may be traded as other commodity. However, 
the important lesson to learn is the process per se – how stakeholders 
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navigate through this transformation, with possible disruptive technolo-
gies. As described in the DOE report,31 the grid of the future is a “tale of 
two timelines”: the building of a “smarter grid” with the deployment 
of valuable technologies within the very near future or present, and the 
longer-term promise of “a grid remarkable in its intelligence and impres-
sive in its scope, although it is universally considered to be a decade or 
more from realization.”

In addition, as the number of integrated intelligent assets increase, so 
will the speed of required communication, coordination and control. The 
increasing range of “subsecond” events requires, in turn, the manage-
ment of “subsecond” decisions, humanly not possible. Thus, automated 
(machine-to-machine) intelligence will be required. The smart grid will 
likely need to evolve to a smarter grid to include machine learning to 
manage those requirements.

The deployment of those technologies, however, faces multiple chal-
lenges, such as incentives to invest and privacy regarding the data 
produced. Policymakers have a key role in identifying and removing 
those barriers. In short, in order to take full advantage of the range of 
energy sources and technologies that can contribute to meeting climate 
change goals – such as energy efficiency; energy storage; electric vehicles; 
microgrids; renewable and clean energy generation – governments need to 
resolve institutional, regulatory and business model issues.

3.  BENEFITS

The penetration of Non-Conventional Energy Resources (NCER) and 
Distributed Energy Resources (DER)32 should bring challenges but have 
also the potential to be part of the solution for power system stability 
through varied control capabilities. While the current state of technol-
ogy already allows for that, regulators must be active in structuring the 
markets to welcome new business models that create the most value as 
providers of this type of services. Flexibility in the generation resources,33 
additional operation reserves, integration of balancing areas and enhance-
ment of balancing markets, integration of DERs and market rules have to 
be aligned to guarantee lower operation cost and system stability.

Flexibility of the power system is in the core of the debate. It requires 
visibility into connected resources. Advances in information and com-
munications technologies can to enhance system visibility, understanding 
and control in order to improve reliability and resilience. SG technologies, 
such as synchrophasors and smart metering allied with data collection, 
analysis and transparency can provide for the required visibility across 

M4475-CONSIDINE_9781784712297_t.indd   358 01/05/2018   13:14

Luciano de Castro, Joisa Dutra and Vivian Figer - 9781784712303
Downloaded from Elgar Online at 06/10/2020 11:45:10AM by emma.penton@e-elgar.co.uk

via AUTHOR COPY - NOT TO BE POSTED IN AN OPEN ONLINE REPOSITORY



The economics of the smart grid technological innovation    359

various dimensions: temporal; geographic; and analytical. It will improve 
evaluation of societal impacts, regulatory impacts, and of vertical industry 
boundaries.

3.1  Reliability and Resilience

The grid of the future will need to adapt to new technologies, threats 
and vulnerabilities in cost-effective ways to reach the main general goal 
of energy policy in most countries: the security of supply at lower GHG 
emission rates in an efficient way and still affordable for economically 
disadvantaged users. The security of supply, in turn, rests on a reliable, 
resilient, safe and secure grid. For the purposes of this chapter, we borrow 
the definition of reliability from the Quadrennial Energy Review (DOE 
2017, chapter 4):

reliability is the ability of the system or its components to withstand instability, 
uncontrolled events, cascading failures, or unanticipated loss of system compo-
nents. Resilience is the ability of a system or its components to adapt to chang-
ing conditions and withstand and rapidly recover from disruptions. Security 
refers specifically to the ability of a system or its components to withstand 
attacks (including physical and cyber incidents) on its integrity and operations.

The growing digitalization of the economy magnifies the damage of a grid 
power outage (data centers). The dependence of a country in a reliable 
and resilience grid is magnified as homes, business and communities 
integrate more automated systems and technologies into their activities. 
The digitalization increases the economic loss of even very short power 
outages. The 2003 Northeast blackout affected an estimated 50 million 
people (61,800 MW of electric load). Current estimates for the outage-
related costs that do not include extreme weather events range from $20 
billion to $55 billion dollars in the US, and are increasing.34 Although 
EPRI already recognized that the economic cost of power outages is 
largely related to the length of the outage, digitalization strengthens this 
relation.

However, although many metrics are available for reliability,35 it is hard 
to build a standardized measure for resilience.36 In the US, the threshold 
for an extended outage is five minutes, while in many European countries 
it is three minutes. Different metrics and different conditions (extreme 
weather occurrence) makes comparisons between power systems difficult. 
In addition, in the face of climate change, natural hazards, physical 
attacks, cyber threats, traditional measures of reliability based on the 
frequency, duration and extent of power outages seem to be incomplete 
to ensure system integrity and availability of electric power. It is especially 
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challenging to measure reliability in the developing world,37 where the 
efforts are usually highly concentrated in number of connections instead 
of power quality and reliability even though there is no evidence on how 
policymakers should direct their efforts.

There is no established method for quantifying the benefits of SG 
investments regarding reliability and resilience, with the exception of 
New York.38 The provision of metrics and analytics to improve the grid’s 
performance is included in the Multi-Year Program Plan (MYPP) of 
the Grid Modernization Initiative (GMI) from the Energy Department 
(DOE, 2015c).

3.2  Visibility and Controllability

As noted earlier, balancing supply and demand becomes more challenging 
as intermittent sources in the system increase. Although the underground-
ing of distribution and transmission lines can contribute to improving 
reliability, it comes at a high cost.39 In some cases smart grid technologies 
can help reduce some of its costs. As most of the infrastructure of the 
power system in the US is aging, and components of the system are 
retired, it means that newer components – often linked to communications 
or automated systems – are gaining momentum. The incorporation of 
information-processing capabilities improves controls and operations 
monitoring, as the system can detect and alert system operators with better 
precision on the location of a problem. They contribute for an optimized 
generation, faster diagnosis of the state of the system, and better under-
standing of consumer behavior.

Operators need to respond very quickly to changes in power flows 
at different locations on the network. As the changes in the power flow 
become more abrupt, operators need to hold more dispatchable genera-
tion in operating reserve status. SG technologies allow System Operators 
to better monitor and control adjust power flows on the T&D network to 
balance supply and demand at lower costs. Aligning with the propitious 
market configuration allows for a more efficient participation of other 
actors to provide electricity services.

Since smart grid technologies in the transmission and distribution 
network allow for better monitoring and control, they will alter network 
requirements, such as reducing the reserve and contingency margin 
needs. In the Grid Modernization MYPP (2015) it was estimated that 
a drop from 13 to 10 percent in the average planning reserve margin 
that could be achieved through the deployment of modernization 
technology by retailers would result in a $2 billion annual saving to the 
economy.40
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With the increased visibility and controllability enabled by SG tech-
nologies, a myriad of electricity services emerges. Services that contribute 
to increase the economic efficiency of the grid while maintaining the 
security of supply at a lower GHG emission rates if the proper incentives 
are in place. They include activities and products with commercial value 
that are procured by or on behalf of electricity consumers, and vary in 
their nature, format and economic implications.41

Demand and supply must be balanced at all times to ensure system 
reliability (frequency must stay within a narrow band). If markets and 
information were perfect and free-riding did not exist, consumers and 
agents would create contracts to insure themselves from sudden imbal-
ances and the markets would clear at the price of operating reserves. Given 
imperfections and economic (dis)incentives, regulatory intervention is 
necessary to insure the system reliability.

SOs set requirements to ensure that the power system operates within a 
certain limit. The definition of these limits and requirements (for example, 
the amount of needed operating reserve), and how those will be provided 
bring economic and engineering theory together. The need of each type of 
reserve (types of operating reserves depends on the quickness of response 
and length),42 ancillary services, firm capacity and black start will depend 
on the requirements for the system flexibility that should be align to the 
generation mix, forecast technology, and control capabilities and the 
state of technology in general.43 Regulators and System Operators have 
to be continuously updating such requirements as the power system is 
experiencing this incredible transformation.44

3.3  Distributed Energy Resources

Distributed generation can provide backup power to the owner of the 
installation, and also provide power to the SO when needed if the correct 
incentives are in place. It can also be used as an alternative source of power 
if the owner wants to maintain its electrical use and still provide energy 
services through demand response services if regulation prepares for that.

Demand Response (DR) has the potential to increase the volume of 
real-time flexible resources available, being very effective to support 
large-scale integration of variable renewable generation. While demand 
response shifts the timing of the response, storage has the potential to shift 
the timing of supply. As more behind the meter storage is deployed, regu-
lators will be able to evaluate its impact on the power grid and consumer 
behavior. In the presence of Real Time Prices (RTP) rates, consumers or 
retailers may want to play the system, shifting demand through storage.

Along with other DERs, DR can also provide multiple benefits for the 
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grid, such as the provision of firm capacity and ancillary services. For 
each type of DR pricing scheme (TOU, RTP, CPP, peak time rebates), the 
program economic impact and effectiveness relies on the adhesion policy, 
communication technology, market mechanisms and consumer engage-
ment. The efficacy of the pricing scheme for reflecting the actual real-time 
supply/demand state of the market relies on the price interval (real-time, 
hourly or larger intervals) and on the lag between the announcement and 
implementation of prices. On the other hand, the more granular in time the 
price is, the higher the transaction costs for consumers. Consumers are an 
active and essential element of the smart grid, and the economic efficiency 
of the smart grid requires a comprehensive understanding of consumer 
types and behavior.45 The advent of the use of behavioral science alongside 
economic theory has provided many advances in this regard.

Technologies enablers – smart grid and behind the meter technologies – 
can also play a crucial role in increasing the economic efficiency of the grid 
by reducing the transaction costs for consumers and reduce the trade-off 
between efficient pricing versus transaction costs. In the long term, the 
regulatory framework must aim at guaranteeing that market mechanisms 
provide demand response and energy efficiency enough opportunities 
(access, compensation and risk management).46 Policymakers’ efforts to 
increase investments to improve remote and automatic control of distribu-
tion and transmission networks (high and low voltage) must take into 
account general equilibrium results when large-scale deployment of these 
technologies are (to be) deployed.

Disaggregated data on the appliance level, enabled by SG technologies 
(consumer-based technologies) would have the ability to diagnose over-
consumption and detect faulty electronics that lead to overconsumption. 
It will allow for quick, automatic, inexpensive diagnosis, without the need 
for an on-site visit by a qualified electrician.

4.  COSTS, ALLOCATION AND INVESTMENTS

Financial pressures and higher risks for investors adversely affect the 
availability of capital. It is imperative that stakeholders have a transparent 
signal of how will regulatory framework will deal with the recovery cost 
paradigm so that the financial markets can provide clearer signals to inves-
tors. Without fundamental changes in the regulatory framework, DESs 
may have an adverse effect on utilities’ revenues, investors’ incentives and 
prices to end-users. If, however, we manage to mitigate cross-subsidies 
and provide realistic price signals we can aim at successfully supporting 
implementation of DERs without overburdening other customers.
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Uncertainty represents another barrier for investors. In addition to the 
natural uncertainty in an innovation process, investors have to cope with 
uncertainty from the political arena, with President Trump’s withdrawal 
from the Paris Agreement. Although some states and industries’ CEOs 
had announced their intention to keep pursuing a clean energy future, 
firms in states that have strict regulations to decrease GHG emissions 
may have a competitive disadvantage without the support of the federal 
government.

Burger and Luke (2016) work on an empirical review of 144 distributed 
energy business models for solar PV, electricity and thermal storage and 
demand response, and can provide a comprehensive guide for business 
model (BM) options. They found that the regulatory and policy environ-
ment is a larger driver of BM structure than technology innovation. 
They also highlight that since BMs compete for the provision of the same 
electricity services, markets should allow for more competition.

As the grid is modernized and new services arise along within the change 
in the generation mix, it will be essential to update interconnection stand-
ards and interoperability. Wholesale market and retail rate structures have 
to evolve to value both capacity and energy. The lack of consolidated, 
enforceable standards can be a deterrent to investment. The lack of 
a solid and predictable framework of standards can reduce investors’ 
willingness to take risks, since the prospect of needing to retrofit assets 
due changed standards turning them obsolete – reducing the benefit of a 
given investment. In a survey among project managers in Europe, the lack 
of interoperability between system elements was the most cited barrier for 
smart grid investments.47

In 2009, the US Department of Energy (DOE) launched the Smart 
Grid Investment Grant (SGIG) program, funded by $3.4 billion invested 
through the American Recovery and Reinvestment Act of 2009 (ARRA) to 
modernize the nation’s electricity system; see US Congress (2009). Projects 
began in 2010, and the program was completed in 2015. The ARRA has 
also been identified as a key funding source for storage projects. AMI 
investments have also been largely driven by state legislative and regula-
tory requirements, as well as ARRA funding.48 Other incentives for smart 
grid technology deployment for energy savings are energy conservation 
requirements; see FERC (2016). SG investments have the strength of a 
legal act, but they are not necessarily efficient, since regulators are not 
perfectly informed; that is, there is information asymmetry.
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4.1  Cost Benefit Analysis and Allocation

Smart grid technologies are necessary as new developments require that 
the grid functions in ways for which it was never originally designed. 
As pointed out in an EPRI (2011) report, “the present electric power 
delivery infrastructure was not designed to meet the needs of a restruc-
tured electricity marketplace, or the increased use of renewable power 
production.”49

As rates increase with the deployment of smart grid technologies, cost 
benefit analysis is economically and politically important. Understanding 
the cost and benefits is as important as informing them. In addition, 
since different electricity generation technologies have different temporal 
and spatial production profiles, valuing the cost of intermittency is per 
se more complex than the levelized cost framework.50 Some researchers 
are addressing this issue.51 A cost benefit analysis should be capable of 
taking into account the benefits it brings to the system, such as avoided 
build capacity and impact on transmission, distribution costs, losses and 
environmental value.

A better understanding of the full costs and benefits of the new services 
enabled by the SG will contribute to a fairer pricing structure. Currently, 
there is no transparent, broadly accepted framework, but progress is being 
made.52 As the DOE53 points out, it “will take time to adequately assess 
and validate the costs and benefits of the technology for utilities, their 
customers, and society.”

Costs should be allocated according to benefits. The beneficiary-pays 
principle is not only fair, but also more efficient in determining whether an 
investment should be made. Those types of analyses of new technologies 
can’t be accurate ex ante. As smart grid technologies are deployed, more 
real-world data on its costs and benefits allow for an improved evaluation 
along with best practice. SG technologies have the potential to improve 
locational signals, and contribute to a more accurate allocation on prices 
and estimation of beneficiaries. However, large volumes of data require 
good tools and highly skilled workers for data management, visualization 
and analytics. This estimation process is per se costly. This highlights the 
importance on establishing a framework or guidelines for a continuous 
cost benefits evaluation.

For instance, smart grid technologies may postpone or even avoid the 
construction of new transmission lines. Its cost benefit analysis has to take 
into account what are the benefits of the lines avoided. Additionally, the 
load benefits from increased reliability and less need of new lines (which 
would require costly investments). Other benefits include reduced reserve 
requirements, reduced energy losses, avoided project costs, improved 
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reliability and improved access to generation resources. On the other 
hand, there are environmental costs from the construction of the line.

Separate transmission charges and commercial transactions are allo-
cated ex ante.54 As the deployment of grid-scale wind and solar generation 
in remote areas increases, the transmission grid becomes more intercon-
nected. Therefore, the cost allocation problem is mutating. It requires 
continuous analysis and procedures for attracting the optimal amount and 
type of investment. All these points highlight the importance that detailed 
data on the bulk power system enabled by the new technologies should be 
made available to researchers.

Of course, climate policy and other policy goals (to promote a specific 
energy resource, universal access) result in a certain degree of cost misal-
location. Renewable energy policies (RPS, FIT and cap-and-trade) are 
a clear illustration. In this case, transparency and predictability is of 
paramount importance to reduce risks and misalignment of incentives.

The costs and benefits of deploying a technology depends on scale and 
also on the time frame. Economy of scale and learning must be considered. 
Larger facilities can exploit economies of scale. Nemet (2006) found that 
plant size accounts for 43 percent of reduction in PV costs between 1980 
and 2001. Popp (2002) uses patent data from 1970 to 1994 to estimate 
the effect of energy prices on energy-efficient innovations. He found a 
significant increase in patenting activity of around 2 percent resulting 
from the average change in energy prices.55 “Learning by doing” is the cost 
reduction of a given technology as deployment increases and experience 
accumulates. Photovoltaic modules have a demonstrated a 20 percent cost 
reduction per kilowatt with each doubling of production over the past 
40 years.56 This brings up a chicken-and-egg problem for manufacturing: 
large volumes drive prices down but low prices are required to sell into the 
market to increase production volumes. R&D and government investment 
have a key role to play in the innovation process.

Note that the previous analysis does not take into account the dynamic 
nature of the power system. An increase in solar PV systems may increase 
the cost of grid integration if the higher share of intermittent generation 
increases the demand for ancillary services (increased backup generation 
and reserves’ needs) and is not accompanied by other developments, 
such as the diffusion of demand response. In the longer-term, GHG 
emission targets also affect the cost of smart grid technologies. Large-scale 
integrated assessment models that take into account the evolution of the 
global energy system and climate goals to provide inputs for a longer-term 
assessment of DERs’ cost benefit analysis.57
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4.2  Workforce

In the previous electricity delivery framework, utilities had to send work-
ers out to gather the data (they read meters, look for broken equipment, 
measure voltage). Jobs in the electricity industry require a varied range of 
skills. With the transformation of the grid, the set of skills required are 
also changing. The new business models that are and will emerge within 
the transformation to a smart grid will also require a new array of skills: 
cybersecurity concerns demand a workforce that can build and manage 
cyber-physical systems. The flow of data requires a workforce with high 
technical skills, and the increased consumer participation demands an 
increased participation of behavioral scientists.

One of the challenges facing the industry is the amount of time required 
to train new workers in response to fast changing industry needs. Another 
concern in the industry is retirement and the aging workforce (baby boom-
ers and the shift from rural to urban areas).58

As already mentioned, solar deployment (PV and CSP) has been 
growing steadily. Changes in the workforce follow. From 2010 to 2015, 
the solar industry created 115,000 new jobs. By the end of 2014, 174,000 
workers in the United States were documented as employed by the solar 
industry. In 2016 the solar workforce increased by 25 percent and approxi-
mately 374,000 individuals worked for solar firms.59,60

While over 1.9 million people are employed in jobs related to electric 
power generation and fuels, 2.2 million people are working in industries 
directly or partially related to energy efficiency.61 RPS policies are also 
affecting the workforce distribution. According to DOE (2017), RPS cre-
ated 200,000 gross domestic renewable energy jobs in 2013.

In addition, production and export of energy equipment represents a 
substantial market opportunity for the United States that would generate 
high-value jobs. The United States is the world’s largest producer and 
consumer of environmental technologies: in 2015, the environmental 
technologies and services industry employed 1.6 million people. The Paris 
Agreement and increased concern with climate change will likely boost 
these figures.

5.  WHAT ARE THE UTILITIES OF THE FUTURE?

Traditionally, utilities managed a predictable system in terms of the supply 
and demand of electricity with one-way flow from large, centralized 
generation plants to customers. The current and future delivery structure 
have to handle variable power from renewable energy resources that are 
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intermittent and located within transmission and distribution systems. The 
two-way power flows from DERs, the active management and generation 
of energy by utility customers and other providers, and advanced com-
munications and control technologies that will be more exposed to cyber 
and physical threats with increase the potential damage that a digitalized 
economy/society will face.

As DERs penetrate the system and DR and energy efficiency programs 
reduce the electricity demand growth, traditional utilities will play a 
significantly different role, and a disruptive change in the generation and 
electricity delivery business is likely to happen.

The two-sided flow of information and communication presents a 
huge potential for being disruptive to the current utilities. The smart 
grid technologies enable consumers to become also suppliers, more 
environmentally friendly and increase their ability to understand and 
control its electricity usage (and consequently its bill). Coupled with 
the current trend (and threats of climate change), electricity users are 
becoming more environmentally friendly. Consumers are now demand-
ing other sources of value besides electricity. As their value proposition 
evolves, so do governments’, whose preferences are interdependent with 
consumers’ (voters): currently, the uptake of EV and renewables is largely 
driven by government policy. In this scenario, what will be utilities’ value 
proposition?

As the two-way power flow changes the role of consumers in the value 
network, firms have to change their value proposition. There are many 
ways that the new technologies could alter firms’ value proposition: 
integration of demand response improves balance of supply and demand, 
energy efficiency-related services allow consumers to decrease their bill 
and feel better about the environment, integration of DERs provide elec-
tricity firms with access to sources of power generation cheaper than fossil 
power plants. While the smart grid threatens the current business model 
focused on selling electricity at the lowest cost based on scale economies, 
it enables the integration of DERs. Besides the possibility of reducing 
operating costs, it also allows them to create value and respond faster 
to the new environmentally friendly consumers and policy requirements 
emerging and in transition.

The traditional utility business models rely on continued demand 
growth, steady economic returns and long payback horizons. The current 
industry structure with long-term (up to 30 years in some countries) cost 
recovery of investment is becoming vulnerable to cost-recovery threats 
from these disruptive forces. Despite the loss load due to energy efficiency 
and DERs that could be better handled through changes in the tariff 
structure,62 some argue that this would hinder incentives for innovation 
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by discouraging adoption of new technologies and consumer behavior 
focused programs.

The pace of technology changes and the uncertainty typical of an 
innovation process makes it especially hard to reconcile in an industry 
with a 30-year cost recovery of investment. It is uncertain if and when DG 
customers will disconnect from the grid. If the current recovery paradigm 
is not broken, a perverse cycle can harm utilities (as experienced in the 
telecom and airline industries). As DER penetrates the network, (tradi-
tional) end-users become able to control their consumption and become 
a supplier to the utilities. The latter however are still responsible for 
maintaining reliability and security of supply, providing interconnection 
and backup supply for variable resources, creating an additional burden 
on them that they pass on as costs to all consumers. This leads to higher 
utility rates, which in turn promotes a greater adoption of DERs, pressing 
the rates even more. There is much concern with the so-called “death 
spiral of utilities”:63 as the cost of renewables decreases, more customers 
leave the grid (or consume less from the grid while putting energy back 
into it). This pushes up grid costs for the remaining customers. Some of 
them will then leave the grid too, and the relative cost of producing energy 
versus consuming from the grid decreases even more. Realizing the high 
risk, investors will require a higher rate of return, and the increased cost of 
capital pressures rates even more.

The cost-recovery paradigm that forces the cost to be spread over all 
consumers would expose non-DER consumers to increasing prices. This 
can trigger social and political pressure to keep electricity prices artificially 
low – a movement that can be legitimated at the policy level. If it is not 
predictable how the government would react, utilities may become too 
exposed.

Utilities are well positioned to compete to turn into distribution plat-
form providers as the grid changes from one-way to bidirectional power 
flow to accommodate DERs and alternative business models. They are 
uniquely positioned to collect the data, their future core business may 
rely less on installing the SG devices (smart meters, batteries, solar PV) 
and more with their connectivity. However, electricity firms should be 
investing in skills to make sense of big data and prepare for new players 
and possible disruptive and innovative business models that may emerge. 
Big data can be produced by the SG, to be used or sold, enabling for a 
myriad of new services.

This trend is already in motion: New York and Illinois started the proc-
ess to allow utilities to capitalize investments in cloud-based software solu-
tions, and the National Association of Regulatory Utility Commissioner 
(NARUC); issued a resolution declaring “utilities need to make the best 
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software procurement decisions regardless of the delivery method or pay-
ment model.”64

The New York REV Track 2 order65 highlights the recognition and 
efforts by governments (regulators) to better align utility shareholder 
financial interests with consumer interests. It acknowledges system and 
energy efficiency must be at the core of the utilities business. Although 
utilities are still natural monopolies, their revenue streams must be tied 
to customers’ needs. Utilities will have to operate the system by providing 
“distributed system platforms” to welcome third-party service providers 
(DER providers). The commission have been working to provide guidance 
for the transition.

6. � HOW THE SMART GRID IS CHANGING THE 
ELECTRICITY DELIVERY SYSTEM

6.1  Transmission System

SG technologies have the potential to improve real time monitoring and 
control of the high voltage transmission network. It increases the effective 
capacity of the high voltage grid by reducing contingency-related conges-
tion, and improves the network operator ability to respond to rapid and 
higher swings in the power flow that result from a higher diffusion of 
intermittent resources.

Phasor measurement unit (PMU) is one of the technologies at the core 
of the smart grid discussion. It is a device that measures the electrical waves 
on the grid using a common time source for synchronization, which allows 
synchronized real-time measurements of multiple remote measurement 
points. The resulting measurement is known as a synchrophasor. In short, 
it increases the visibility and awareness of the grid condition in shorter 
time frames, allowing operators to identify and correct for system insta-
bilities, such as frequency and voltage oscillations. They provide data 100 
times faster than conventional technology.66 PMUs can detect the phase-
angle separation, an indicator of grid stress. They form the foundation 
for advanced applications, such as wide-area situational awareness and 
state estimation, system dynamics monitoring, system model validation, 
and in the near future, automated response-based controls.67 However, 
the density of PMUs has to be high enough to provide visibility of the 
entire network. Improved visibility can prevent blackouts such as the 2003 
Northeast blackout that cascaded across eight states and two Canadian 
provinces. According to investigators of that blackout the limited visibility 
was one of its main causes.68,69 This same report70 recognized that many 
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of North America’s major blackouts have been caused by inadequate 
visibility of the grid, which can be improved by the deployment of PMUs.

Under the 2009 American Recovery and Reinvestment Act (ARRA), 
DOE supported the deployment of more than 1,300 PMUs in the US. 
Before the ARRA, the transmission grid had fewer than 166 PMUs.71 By 
2015, there were more than 1,700 networked synchrophasors providing 
visibility into transmission systems that serve about 88 percent of total US 
load. Although it receives a small share of the ARRA funds, according to 
EPRI estimates, investments in high voltage transmission networks is the 
most cost-effective smart grid investment.

High voltage transformers are critical to the grid and represent one of 
its most vulnerable components. Other benefits of the rapid deployment 
of PMUs upon the Smart Grid Investment Grant in ARRA are the 
rapid identification of failing these transformers, which can also help 
preventing outages. PMU data can also be used to detect a malfunctioning 
automatic voltage regulator controller in one generating station and failed 
power system stabilizers, as the New York Independent System Operator 
(NYISO) has experienced.

The Independent System Operator of New England (ISO-NE) can now 
automatically collect and analyze synchrophasor data from PMUs all 
across the region, enabling engineers to analyze two or three events per 
week (up from two events per year).72

Some events are too fast for human response. As data management 
capability improves and interventions can be automated, more outages 
will be avoided. The 2011 Southwest blackout, for example, may have 
been one of them. Cascade outages in the Pacific Southwest left approxi-
mately 2.7 million customers without power, some for up to 12 hours.73

The loss in the T&D system was about 6 percent from 2000–2012.74 The 
rapid deployment of intermittent sources is producing power flows that 
the grid was built to accommodate, and increases system congestions. 
Over the last decade, annual congestion costs ranged between $529 million 
and more than $2 billion in PJM.75

According to a DOE report,76 information technologies and opera-
tional strategies can help grid operators reduce losses. The same DOE 
report states that superconductors and power flow control technologies 
can reduce transmission loss by 50 percent or more, while the distribu-
tion system, reducing overloading lines through reconfiguration have 
identified loss reductions of up to 40 percent. The incorporation of EV 
charging in the dispatch algorithm also have the potential to reduce loss. 
Other transmission smart grid technologies are Microprocessor Based 
Protection, Digital Disturbance Recorders and Intelligent Electronic 
Devices.77
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Congestion margins are also higher when the local system operator 
cannot see the state of a neighboring network, and therefore, has to be 
prepared for even more unanticipated events. The differences of transmis-
sion pricing and wholesale markets rules and design also increase transac-
tion costs for the power flow between transmission networks. The SG 
technologies that increase the network visibility and allow for more rapid 
communication can improve the cost of this power flow.

6.2  Low Voltage Network

The distribution system is the most expensive part of the electricity deliv-
ery system and most difficult to upgrade and approximately 90 percent 
of outage minutes originate on the distribution system.78 The deployment 
of SG technologies also increases the visibility and response capa-
bilities. These technologies include automated feeder switches, capacitor 
controllers, fault indicators, throw-over switches and network protector 
monitors.79 Integrated with sensing, communications and control technol-
ogies, they also have the potential to increase the reliability and resilience 
of the grid, by automatically locating and isolating faults, dynamically 
optimizing voltage and reactive power levels, and better monitoring of the 
asset conditions. Equipment health monitors can measure temperature, 
voltage and the levels of other parameters in transformers and other 
devices, giving utilities a higher level of visibility. They can help utilities 
reduce costs by optimizing the need for infrastructure repairs (no need for 
meter readers and manual disconnects). By dynamically optimizing volt-
age and reactive power levels, utilities can reduce power loss and deliver 
electricity at a lower cost. Conservation voltage reduction (CVR) also 
helps reduce peak demand. The result is fewer unpredictable outages and 
higher-quality power. The report found that CVR could result in savings 
of 2–4 percent on affected feeders system-wide.

Investments to increase the power quality of the grid can have an 
overall benefit higher that the cost. According to EPRI’s estimates,80 the 
deployment of technologies on the local distribution systems would cost 
one fourth of its overall estimated benefits. However, consumers value 
power quality differently (those on medical equipment, data centers and 
so on) and it may be more efficient to install equipment on those customer 
premises than making large investments on the distribution network. This 
would be more aligned with the beneficiary pays.

Although efforts are still in the early stages, the DOE’s Smart Grid 
Investment Grants helped install thousands of automated feeder switches 
and capacitor banks. They also installed power line and equipment 
health sensors that have shown the potential to reduce the frequency and 
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duration of outages, as well as to reduce energy requirements by using 
automated controls for voltage and reactive power management. For 
example, the city of Chattanooga was able to instantly restore power to 
half of the residents affected by a severe windstorm on July 5, 2012 (from 
80,000 affected customers to less than 40,000 within two seconds) using 
automated feeder switching.

The uncertainty on the geographical distribution of the DG and its 
demands challenges the planning and operation of distribution systems. 
The distribution network will be required to accommodate increasing 
amounts of intermittent output from distributed generation resources that 
causes rapid variation in the demand on distribution feeders. In this case, 
how could regulation allow for the “cost causers” (owners of PV-DG) 
to bear most of the costs? Automation to upgrade distribution systems 
should consider DG penetration and diffusion (PV, batteries, plug-in 
EV)  – and the resulting load placed on the system when choosing the 
targeted feeders.

Another challenge is how to provide price signal granular enough to 
account for large variations of electricity and electricity services usage. For 
example, in areas with a higher EV penetration, the peak demand may be 
late at night, when wholesale prices are low. This may place a stress on the 
local distribution network (which translates into a high cost) if EV owners 
are concentrated in a few distribution feeders.

As discussed earlier, many portions of the US electricity infrastructure 
(and especially the lower voltage distribution network), are aging and need 
to be replaced.81 This presents a good opportunity to invest in new (and 
cutting-edge) technologies, since replacement investments are long-lived. 
But because they are long-lived, the issues raised earlier are of paramount 
importance when choosing how to target these investments in an economi-
cally efficient way.

Advanced communication systems with intelligent devices such as smart 
meters, digital controls, switches and sensors also contributes for outages 
managements. Advanced Metering Infrastructure (AMI) comprises smart 
meters, communication networks and information management systems, 
and it can help utilities better and faster identify an outage and disrup-
tions, without having to rely on customers to identify flaws in the line and 
delivery system. However, the most praised contribution of AMIs is their 
ability to provide customers with information on their electricity usage 
and real-time pricing, helping them to manage their energy consumption 
more efficiently. Customer-based technologies (we also refer to them as 
enablers) – including in-home displays (IHD), programmable commu-
nicating thermostats (PCT), direct load control devices (DLC), building 
energy management systems for commercial and industrial customers 
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– combine with AMI to magnify its benefits. We will review in more detail 
the enormous range of possibilities enabled by AMI and customer-based 
technologies in providing the grid more flexibility, and the myriad of new 
business models that may arise.

There are around 58.5 million smart meters installed in the US, which 
represents more than 40 percent of electricity customers.82 Among them, 
more than 16.3 million smart meters were deployed by SGIG utilities from 
2009 to 2015 with the ARRA.

The SGIG final report states that the SGIG installed nearly 82,000 
intelligent devices to upgrade about 6,500 distribution circuits. According 
to the report, utilities reduced the average number of affected customers 
by as much as 55 percent and reduced the duration by up to 53 percent 
using FLISR capabilities.83 Those improvements also reduce utilities 
costs. The report also presents estimates on utilities savings and measures 
for improvement in resilience indexes (SAIDI and SAIFI) by upgrading 
distribution systems.

Deploying AMI with residential customer technologies can also reduce 
electricity demand during peak periods, resulting in more efficient use 
of the T&D infrastructure and investment in system replacements and 
upgrades. Oklahoma Gas & Electric observed up to 30 percent peak 
demand reduction for customers enrolled in its variable rate program.84

To maximize the benefits from those technologies, further advancement 
is needed in the management of these data. The high frequency of data, 
and short-time frame for response and analysis requires automated, 
coordinated and system-level control that is still at the academia level 
(research).85

7.  MARKETS AND POLICY

Traditionally, grid operators have procured reserve generation services 
and charged it to the whole system, dividing the costs across all genera-
tors. Prices cannot reflect the time-varying value of power.86 In vertically 
integrated markets with low intermittent generation sources this was not 
such an important issue, since the utility could internalize the externalities 
created by intermittency. Within the current market configuration, how-
ever, the failure to assign the costs of intermittency to specific generators 
can distort incentives.

The efforts to modernize the transmission and distribution networks 
and build the smart grid should be aligned with retail and wholesale 
market rules for better integrating demand-side management and other 
DERs into energy, and electricity services markets. SG technologies 
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requires but also contribute to a better alignment of costs and prices of 
electricity. According to the IEA, “there is little doubt that electricity 
markets are needed.”87 For instance, the Chilean solar market, has been 
increasing very fast without any explicit tax on carbon or subsidy for 
renewables and in spite of low electricity prices and limited transmission 
capacity in part due to a free, transparent market.

Generally speaking, decentralization requires prices. As the number of 
DERs increase, SOs may no longer centralize all the necessary informa-
tion. Therefore, electricity prices will have a key role to play in ensuring 
decentralized coordination.

Short-term markets are important to provide a more accurate signal for 
the real value of electricity. It allows market players to better manage vola-
tilities in production and provides incentives for a more efficient adoption 
of DERs. A regulatory framework for the participation of other players 
in the ancillary services provision should also be design. FERC Order 825, 
issued in June 201688 establishes settlement interval and shortage pricing 
requirements for organized markets for better aligning settlement and 
dispatch intervals and to reflect the shortage condition. This is in order to 
compensate resources more accurately at prices that reflect the value of the 
service provided to the system.

The price of ancillary services should be the cost of the marginal 
resource providing the ancillary service in general, which also includes the 
lost opportunity cost from forgoing the energy market or other ancillary 
services markets.89 Regulation should incorporate this if other actors are 
to participate in this market and new business models for DG, DR and 
DS will emerge to provide for electricity services other than energy. In 
the long term, the regulatory framework must aim at guaranteeing that 
DERs have comparable market opportunities to level the playing field. 
This means comparable access to markets, comparable compensation and 
fair and reasonable risk management.90 There should be no functional dif-
ference between a megawatt of power from a power plant and a megawatt 
of reduced power from efficiency or demand response (as it is in PJM’s 
Capacity Market).91

Economists should work alongside network engineering – responsible 
for the definition of physical network requirements standards – to design 
market mechanisms and provide investment incentives for the efficient 
adoption of smart grid technologies. They should improve the remote 
monitoring and control and automation of the network (distribution and 
transmission) as well as in technologies located in the consumer premises 
(smart meters and its communication capabilities). Control and regula-
tion over wholesale prices and retail prices are among the main causes 
of preventing efficient pricing.92 Market mechanisms, on the other hand, 
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may not provide a fast enough response to unanticipated imbalances in 
supply/demand to achieve the network’s physical operating parameters in 
all contingencies.

Until recently, reliability planning and operating standards and require-
ments set by network engineering were defined in a parallel independent 
process to the design and evaluation of alternative market mechanisms. 
As pointed out by Joskow (2008), “reliability standards and emergency 
protocols established by engineering have to be integrated into wholesale 
market mechanisms.” The transition to the smart grid will also address 
failure of wholesale markets to provide adequate revenues to build new 
generating facilities to match forecasts of resource needs and help estimat-
ing consumer real marginal valuation for lost load. Electricity markets 
cannot optimize blackouts: there is no competitive market price during 
blackouts, and market mechanism cannot capture the cost of catastrophic 
blackouts and network collapse. Since market mechanisms in general fail 
to capture the expected social costs of a network collapse (because they 
also collapse upon a network collapse), Joskow and Tirole (2007) argue 
that operating reserves have a public good nature. As a result, the efficient 
level of operating reserves is under-provided by market mechanisms, 
requiring regulatory action to complement it. See also the discussion of 
related economic matters of de Castro and Dutra (2013).

The need for capacity market stems from several market failures. Its 
fundamental purpose is to provide the amount of capacity that optimizes 
the duration of blackouts. This is the resource “adequacy problem” 
(Cramton et al., 2013). The root cause of the RA problem is a pair of 
demand side flaws which make it impossible for the market to access, even 
approximately, the value placed on reliability by consumers (Cramton 
and Stoft, 2006). One of the possibilities enabled by the SG is the huge 
amount of data for understanding consumers’ preferences and estimating 
the VOLL. As consumers take more market actions through participating 
in electricity services markets enabled by the SG.

Energy policy and regulation has to take into account its effects on the 
market. Californian power plants are estimated to be able to produce 21 
percent more electricity than needed by 2020,93 and retail electricity prices 
have been reported to be 50 percent higher than the rest of the United 
States.94 California renewable portfolio standards (RPS) requires all firms 
(utilities and retailers) that sells electricity to end-users to procure an 
increasing fraction (33 percent by 2020, 50 percent by 2030) of this energy 
from renewable sources. As an increasing amount of low marginal cost 
energy is entering a wholesale market that already has enough energy, 
it pressures wholesale prices down. To support the cost of the excessive 
generation the gap between wholesale and retail prices increases. This 
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illustrates the need to think the overall modernization policy altogether. 
The challenge is to redesign power markets to reflect the new needs for 
flexibility realizing new customer demands.

Incorporating externalities on prices is a hard task and subject to 
an ongoing debate. Economists agree that free market is not suffice to 
address the environmental damages of GHG emissions.95 Pricing GHG or 
subsidizing green power, Feed-in-Tariffs (FIT) can be politically accept-
able, but they have their drawbacks. While a carbon price increases prices 
in electricity markets, renewables policies and energy efficiency policies 
can have the opposite effect of reducing wholesale electricity prices. 
Pricing GHG helps all low-carbon alternatives without “putting a thumb 
on the scale”96 on technologies that are still being developed and there is a 
lot of uncertainty regarding which one will be socially better.

The increased use of renewables increases low-carbon generation, the 
cap on emissions becomes easily achieved and cheap coal power plants 
could displace less pollutants than more expensive gas ones.

The transition to decarbonization is also challenged (or enabled) by 
politically motivated actors. One of the drivers of the smart grid trans-
formation, the environmental regulations, have faced enormous political 
opposition. Some politicians97 have referred to environmental regulation 
as “job-killing.” However, empirical evidence doesn’t corroborate those 
claims.98 President Trump did  promise that upon taking office, he’d 
“rescind all job-destroying Obama executive actions . . . including the 
Climate Action Plan.”99 On June 1, 2017 he announced his decision to 
pull out of the Paris climate accord. The process to exit the accord is not 
immediate and some analysts believe states and industries may take the 
lead to pursue the goals of the treaty in any case.100

7.1  Allocating Costs and Benefits to Value DERs – Recent Developments

The deployment and integration of DERs brings the system costs and 
benefits. Factors that influence the value of DERs include loss reduction, 
voltage control, investment deferral, environmental benefits, reliability 
and resilience. They can vary based on the size and location, and have to 
be taken into account.

Although policy in general had not kept pace with the speed of techno-
logical innovations, this is changing as more states increase their efforts 
to enable the deployment of new technologies and grid modernization. 
The majority of the reforms had been on the transition to a default time-
varying rate for residential consumers.101

Although not expected to happen in the shorter-run, large-scale deploy-
ment of energy storage can bring disruptive changes to the power system. 
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Their rapid response capability makes them suited for frequency regula-
tion and primary reserve, thus a strong competitor for ancillary service 
provisions. On a very large scale it can even provide electricity to the grid 
and displace other plants. Regulation and energy policy has to provide the 
correct incentives and rates to allow enough revenue streams over their 
working lives. Although the increasing need for flexibility creates market 
opportunities for storage, its high costs and the difficulties associated with 
quantifying the value of the array of services it provides is a major barrier. 
Some states are moving forward in efforts to provide a sound regulatory 
environment for welcoming a smarter grid.102

California is currently debating special rate structures for residential, 
commercial and industries to invest in solar PV, storage and EV. Rates 
with large price differentials between peak and off-peak time may hurt 
consumers that cannot change their consumption pattern, but may also 
provide financial incentives to investing in batteries for a solar PV instal-
lation or in a solar PV with storage. The options are being debated in the 
general rate cases (GRCs) of the state’s investors owned utilities. Demand 
charges are also under debate and highlight the conflicts between the 
industry and utilities.103

On March 1, 2017, Arizona Public Service (APS) and solar industry 
representatives reached a rate design settlement104 (to be approved by the 
Arizona Corporation Commission (ACC)) in which rooftop solar custom-
ers will be able to choose from four rate designs and demand charges are 
not mandatory, as originally requested by APS. Whatever the optimal rate 
design for overall welfare, it is an important step as it provides more policy 
stability for solar PV installers.

New York State had established a 50 percent clean energy goal within 
their “Reforming the Energy Vision” to “transition from the historic 
model of a unidirectional electric system serving inelastic demand, to 
a dynamic model of a grid that encompasses both sides of the utility 
meter and relies increasingly on distributed resources and dynamic load 
management.”105 The commission issued the Value of Distributed Energy 
Resources order establishing the rates – called the new “value of distrib-
uted energy resources” (VDER) – consists of the value of energy value, a 
capacity value, an environmental value and the market transition credit 
(MTC). Although they still need to clarify the methodology for calculating 
them, the uncertainty surrounding the “detail” is natural in any innova-
tion problem, and is to be minimized if there is institutional safety backing 
the process. Although the commission hadn’t moved away from the net-
metering, it does clarify its intention to do so, as the PSC notes that retail 
rate net metering is “unsustainable” over the long term in New York.
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8. � UNLOCKING THE POTENTIAL OF SG 
TECHNOLOGIES

8.1  DG Solar

Solar PV plants can be installed much faster than other generation tech-
nologies. As discussed earlier, if there is a quick deployment of intermit-
tent generation in the power system that was not adapt to incorporate it, 
the environmental impact and cost of electricity could be magnified.

As is the case for residential consumers’ DR, many opportunities arise 
from the possible gains of aggregating residential consumers. The output 
variability of one plant is much higher than the variability of many 
dispersed plants – this is spatial diversification (Holttinen et al., 2013). 
Diversification and on-site generation contribute to a more resilient grid. 
The power of many small plants to improve resilience is magnified if the 
location and types of installation are defined in order to do so (each indi-
vidual does not take into account the externalities and contribution from 
each own PV, only the private benefits). Thus, the aggregation of several 
plants can bring many benefits and a business opportunity. Welcoming 
this type of business model also helps avoid the problems that arise with a 
rapid deployment of solar PV installations.

One of the major barriers to PV adoption is the high capital costs for 
production and installation. There is still much to be done in terms of 
regulation and policy to incentivize efficient business models involving 
financing the installation of panels, under direct or third-party ownership. 
These new business models create an opportunity for investors and project 
developers, helping overcome the difficulties that we currently face to 
boost installation. The new business models that will arise depends on 
the fiscal incentives for installation, and market rules for the electricity 
produced on-site.

Customer-side business model requires a more active management of 
customer interface. Utilities’ knowledge of their consumers puts them 
in a privileged position to take advantage of climate policies to provide 
options for DER uptake. A recent solar consumer survey exposes many 
possible directions:106 solar customers are willing to help their community 
and contribute to the environment, even at cost; and are interested in con-
necting to the grid as a source of backup power and are willing to pay for 
it. In addition, 43 percent of people said community solar or green power 
plans were their preferred solar option, not rooftop PV.

Utility-side business models  are also evolving alongside government 
clean energy policies. One type of existing business involves community 
solar providers installing large solar PV plants away from customers, who 
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can buy the rights to a portion of the energy of the plant. The business 
charges the consumer a brokerage fee and sell the output under a long-
term PPA to the regulated utility (see the Nexamp in the USA). Long-term 
PPAs for solar energy is used for the development of utility-scale PV 
finance and installation business model, where large-scale solar businesses 
sell the energy through PPAs and sell the renewable energy credits to a 
third party in the presence of a renewable portfolio standards policy.

Designing the incentives to properly remunerate solar plants is one of 
the main challenges faced by regulators. Researchers and regulators agree 
that the current net metering policies (retail net metering – RNM), where 
consumers are paid almost the full retail price for the energy exported into 
the system distorts price signals and creates cross-subsidies in favor of 
PV-DG users.107 It also distorts the social value of solar relative to other 
renewables.108 In fact, estimates show that these subsidies are socially 
regressive.109

Under RNM policies the PV-DG consumers export to the grid when 
there is excess solar energy produced and receive the full retail price, 
without regard to the fixed cost incurred for the distribution infrastruc-
ture (PV-DG owners do not incorporate distribution and transmission 
costs). In contrast to wholesale net metering, RNM is also structured 
with no regard to when and where (in a more granular level) the energy is 
produced, thus it does not provide an accurate price signal to customers. 
The economic inefficiencies of this policy were not a concern when the 
penetration of PV solar was very low and a better policy was not feasible 
due to meters with very little capability. In addition, implementation is 
administratively and technically simple. However, the perverse economic 
impact of increased deployment of DERs and technical improvements are 
leading many states to review this policy.110

Understanding the whole cost structure of providing electricity to 
end-users is the first step to efficiently allocate it. It requires assessing 
the cost structure, estimating the benefits for each agent and the system 
(which encapsulates the energy value, capacity value and reliability) and 
allocating it efficiently to provide incentives for investment, and for a 
smart use of electricity in alignment with environmental needs. Economic 
regulation should aim to allocate costs to beneficiaries as much as pos-
sible – to recover investments. The flat rates and price signal distortions of 
RNM provides incentives for panel users to maximize quantity produced 
regardless of the time of the day. A curious outcome of this policy is the 
inefficient installation of panels: if solar were paid at a time-variable rate, 
solar panels in the USA would generally be installed facing west, instead 
of south.111

Of course, estimating the beneficiaries and cost causers is no easy task. 
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Regulators and industry players should be aware of the importance of 
gathering data and making it available to researchers. Another (neces-
sary) challenge is to estimate system-wide impacts: on prices (volatility 
and level), on competition and on job creation (direct and indirect – for 
instance, through the effects on the pricing structure).

Although sometimes distortive policies may be justifiable for boosting 
a nascent technology short-term, as was the case for solar PV, regulators 
should have in mind that profits must be earned, not guaranteed. It should 
still provide incentives for producers to become more efficient and attain 
grid parity.

8.2  Demand Response

According to the Federal Energy Regulatory Commission (FERC), DR 
can be defined as “changes in electric usage by end-use customers from 
their normal consumption patterns in response to changes in the price of 
electricity over time, or to incentive payments designed to induce lower 
electricity use at times of high wholesale market prices or when system 
reliability is jeopardized.”112

Management of electricity consumption in response to dynamic- and 
location-varying spot price can reduce the peak demand and volatility of 
demand (and prices) and the ability of suppliers to exercise market power. 
It can provide the grid with the increased flexibility required to integrate 
intermittent energy resources and reduced costs through peak capacity 
reduction. The deployment of DEGs close to load centers combined with 
DR can also contribute to the system reliability by aiding the management 
of transmission congestions. In short, it is a powerful resource for a more 
efficient, reliable and resilient grid. Borenstein (2005) and Borenstein and 
Holland (2005) estimate the efficiency loss due to flat retail rates at 5 to 10 
percent of wholesale electricity costs.

The smart grid relies heavily on consumer engagement. End-users can 
play a more active role in balancing demand and supply if they receive 
the correct economic incentives. There are a number of ways to increase 
demand participation: price-based demand response including several var-
ying pricing schemes (TOU, CPP and RTP) and incentive-based demand 
response including interruptible contracts, direct load control, demand 
bidding and buyback, emergency demand response, capacity market 
and ancillary services programs.113 There are two main categories of DR 
programs: dispatchable and non-dispatchable. In dispatchable programs, 
consumers allow an operator to control the electric appliance directly and 
are verifiable and capable of responding within the operator. Rates are 
classified according to two important characteristics: granularity – the 
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frequency with which rates change; and timeliness – the lag between the 
time that a new rate is announced and the time that it is in effect.114

Time-of-Use (TOU) pricing is a static-time varying scheme where 
prices are set for predetermined hours, days and seasons. Since they don’t 
capture the price variation within a price block (the rates are adjusted 
infrequently) they don’t capture accurately generation costs and wholesale 
prices. Borenstein (2005) shows that TOU is likely to capture only a small 
share of the efficiency gains of RTP. However, given their more static 
nature, it has a lower implementation cost of implementation. Transaction 
costs are also minimal for this type of scheme, due to the low complexity.

Dynamic pricing schemes include Real Time Price (RTP) and Critical 
Peak Pricing (CPP) and may better reflect real-time variations in electricity 
prices and scarcity – and changes in wholesale prices and demand/supply 
balance. CPP is a combination of traditional TOU rates and real-time 
pricing. The critical peak price is designed to replace the normal peak price 
in order to respond to specific critical conditions (when system reliability 
and stability is compromised, wholesale prices are too high, or forecast of 
extreme weather conditions). In the short-run, the lack of dynamic pricing 
schemes is inefficient because consumers use more than the optimal at 
peak times and less at off-peak times. In the long-run it is also inefficient, 
since capacity-building will be above the optimal level.

Traditionally, for larger consumers, dynamic prices imply lower transac-
tion (or relative) costs. This is because they are able to access technologies 
and personnel to enable demand response (energy management systems, 
real-time metering, and departments with skills to manage electricity 
consumption and participate in demand response). However, recent 
advances are altering the landscape: reductions in the metering installation 
costs, government (state) policies to increase deployment of smart meters, 
consumer-based technologies, the advancement in consumer behavior 
research and new business models with innovative solutions to promote 
DR (residential and industrial). Smart appliances, for instance, can be pro-
grammed to automatically adjust energy use, reducing transaction costs. 
Although RTP is technologically feasible, it is politically challenging: given 
the cross-subsidies from flat tariff rates, it may require unpopular transfer 
payments (Borenstein, 2007). Some argue that low-income consumers and 
other groups (for example, someone with medical equipment who would 
still have to run the equipment at peak times) would be negatively affected, 
given their alleged flatter pattern and more difficulty in adapting their 
electricity usage. According to Joskow and Wolfram (2012), recent experi-
ences suggest that the press and consumer advocates will focus attention 
on those consumers. However, empirical evidence doesn’t corroborate the 
view that low-income consumers would be adversely affected. Hledik and 

M4475-CONSIDINE_9781784712297_t.indd   381 01/05/2018   13:14

Luciano de Castro, Joisa Dutra and Vivian Figer - 9781784712303
Downloaded from Elgar Online at 06/10/2020 11:45:10AM by emma.penton@e-elgar.co.uk

via AUTHOR COPY - NOT TO BE POSTED IN AN OPEN ONLINE REPOSITORY



382    Handbook of energy politics

Greenstein (2016) found that demand charges do not disproportionately 
impact low-income customers. In an earlier study, Faruqui et al. (2010a) 
assess three dynamic pricing programs in Connecticut, the District of 
Columbia and Maryland (in addition to some other results).115 They also 
found that most low-income consumers would respond to dynamic pricing 
and benefit from it.

A commonly used and – politically more feasible – incentive-based 
mechanism is peak time rebates (demand-reduction programs). They 
provide incentives to  reduce consumption  during a critical event. One 
challenge for these programs is the lack of a reliable baseline from which 
to pay for the reduction and the set-up of the contrafactual to measure the 
impact of the program (an adverse selection problem may arise). If incen-
tives to reduce demand are not well calibrated they may also be inefficient 
due to an over-reduction.116 The long-term impacts of reward programs 
should also be taken into account: McClelland and Cook (1980) find that 
energy savings associated with reward have disappeared, and some argue 
they can even rebound upon withdrawal.

In interruptible contracts, direct load control (DLC) and emergency 
DR programs, consumers receive different types of incentives to reduce 
their loads. Those programs are the more efficient to quickly reduce the 
system load, and therefore are more fit for dealing with sudden reliability 
threats that price signals do not suffice (especially when prices are capped). 
Consumers can also offer load reduction through capacity market pro-
grams or demand bidding. Direct control programs can be more effective 
in the short-term, but raise more concerns regarding privacy and auton-
omy. In the long-term, other issues should be considered. In addition, 
voluntary curtailment provides the customer with many opportunities 
to engage in energy conservation efforts, and may consequently foster 
environmental identity and lead to performance of other environmentally 
beneficial behaviors.117

Aggregators and remote controlling (or some other automatic enabling 
technology) can help overcome the difficulties in engaging residential 
consumers in DR programs. Residential customers have an important 
role to play in demand response, especially when peak residential demand 
coincides with the system peak. Aggregators enroll end-users of electricity 
to participate in demand response and sell the combined load reduction 
to utilities and the ISO, and can thus spread the risk (since they build a 
diverse portfolio of consumers).
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8.3  Consumers

For each type of scheme, the program economic impact and effectiveness 
will depend on: whether it is voluntary adhesion and rate of adhesion,118 
communication technology, market mechanisms and consumer engage-
ment. It also requires a comprehensive understanding of consumer types 
and behavior. Borenstein (2002) shows that consumers with a flat load 
profile or that consume proportionally more at off-peak times will benefit 
the most. However, in a general equilibrium setting, consumers with a 
peak demand at peak hours could also benefit if incentives to reduce 
consumption are enough to decrease equilibrium prices at that time. In 
the longer run, if generation capacity investments decrease following a 
reduction in overall peak consumption, even those consumers can see a 
reduction in electricity bills. Up until recently, there was less consensus 
in the demand response research on whether higher peak prices simply 
reduce peak demand, or whether they shift the demand from peak to 
non-peak periods (Joskow, 2011). However, the recent fast increase in 
smart meter deployment accompanied by research stimulus given by the 
SGIG and the ARRA fund and advance the use of randomized controlled 
experiments informed by behavioral science is providing policymakers 
with an increased knowledge of consumers. Regulators, policymakers, 
industry and researchers are already working together to learn how 
deployments and pilot projects can be designed to result in higher quality 
evaluations. Randomized control trials119 provide credible estimation 
of causal relations between policy and outcomes, although predictions 
based on experiments in other sites have to be carefully extrapolated.120 
As more data becomes available from (quasi) experiments and new com-
munication technologies, program implementation and evaluation must 
be though together. The Department of Energy encouraged recipients of 
Recovery Act funding to engage in pricing experiments.121 It is important 
to ensure consumers have the information and control they need to make 
wise decisions about their energy consumption. The degree to which 
demand response can be realized will be greatly affected by the willing-
ness and ability of customers to respond to changes in price. If consumers 
have a low demand elasticity and generators are operating at their capac-
ity constrain, a slight reduction in output could raise prices significantly. 
In electricity markets demand is too volatile and storage capacity is 
decreasing (this trend can revert in the longer run if cost-effective storage 
becomes widely available).

The smart grid affords the ability for real-time interventions and meas-
urement. However, to unlock its potential the implementation process is 
crucial for a correct identification of causal effects and effectiveness of the 
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intervention. Faruqui and Palmer (2011) access a database of dynamic 
rate experiments compiled by the Brattle Group with empirical data on 
109 dynamic-pricing studies. They argue against the “top seven myths 
about residential dynamic pricing” and find that consumers do respond 
to higher prices by decreasing usage during peak periods. The magnitude 
of the response varied according to the rate designs, the availability of 
enabling technologies and the price rates tested. The wide variation in 
demand response reflects the wide variation in rate design, program 
implementation, underlying variation in consumer attributes and other 
factors. For instance, temperature may impact consumers’ response to 
price incentives, and is important when predicting program impact based 
on an experiment in a different site.122

Technology enablers can be used to increase consumer elasticity. More 
granular appliance-level data can also contribute to improve forecasting-
demand models, increasing the efficiency of planning and operations of 
SOs. There is also more evidence that households may reduce electricity 
consumption even in the absence of dynamic pricing if they have in-home 
displays and increase it upon signing up for automatic bill payment.123 
Enablers include effective real-time pricing, improved metering (low-
ered costs and improved functionality for meters, automated demand 
response technologies), energy management systems and customer dis-
plays. Bollinger and Hartmann (2015) find that households demand 
reduction was more than twice as large when they were given automation 
technology rather than technology that only informed the prices. Jessoe 
and Rapson (2014) designed a randomized experiment in which treatment 
households were exposed to a CPP plan and a subset of these households 
were also given an in-home display allowing them to be better informed 
on which appliance to turn off. They found the group with the display 
reduced their usage by between 8 to 22 percent on average during pricing 
events, up from 0 and 7 percent of the other group relative to control. They 
also found some evidence of habit formation, since conservation extends 
beyond pricing events, which is far from a consensus in the literature.124

Blonz (2016), studies the impacts of peak pricing in the commercial 
and industrial sector.125 He uses a quasi-experimental126 approach from 
Pacific Gas and Electric Company’s (PG&E) “Peak Pricing” peak demand 
program and finds that establishments reduce their peak usage by 13.4 
percent during peak hours. He finds that when PG&E calls a CPP day 
on hot summer afternoons, inland customers’ demand reduction is larger 
than coastal ones’ (who face more pleasant temperatures), highlighting 
the importance of air conditioning to dynamic price response and gives 
further support for enablers. Another important finding is how differ-
ent types of consumers face different incentives: Blonz provides further 
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evidence that consumer-facing establishments (theaters, restaurants) do 
not show a significant response to peak pricing.

Informing and educating is crucial for consumer acceptance and conse-
quently, the program’s success. The following episode highlights this chal-
lenge: after installation of the new meters as part of PG&E’s Smart Meter 
program (Bakersfield, California) some consumers found their monthly 
bill doubled compared with the previous year. A class-action lawsuit was 
filed that questioned the devices’ accuracy. PG&E concluded that the 
timing of installation had coincided with an increase in conventional rates, 
which had also coincided with unseasonably hot temperatures.127 This 
illustrates that promises to consumers regarding their savings in electricity 
bills upon the adoption of dynamic rates may increase the credibility gap 
between consumers and utilities.

Until recently, policymakers, academics and stakeholders have focused 
on prices as the main determinant of energy demand. Some drawbacks 
and limitations of price-based policies have led to an increased interest 
in non-price energy conservation programs and behavior science.128 The 
latter can be instrumental in understanding and engaging end-users to 
maximize the impact of SG technology. Following Sintov and Schultz 
(2015), electricity consumption reduction relies on consumers to undertake 
a series of decisions: attending to the alert; mentally cataloging energy use 
in home; deciding what action(s) to take to reduce energy use; executing 
such actions and maintaining this lower level of use over some period of 
time. We will go through a rich set of studies.

The Sacramento Municipal Utility District (SMUD) implemented a 
CPP plan, the “Smart Pricing Plan.” In the plan roll-out, some randomly 
selected customers stayed on flat pricing while others had the time-varying 
option. This randomization allowed for a more accurate evaluation. 
Some interesting results emerged: customers on the time-varying rates 
cut consumption relative to the control group (peak price was $750 for 12 
afternoons compared to $100 in the other days and $160 for consumers 
under the flat rate) as expected. Interestingly, they also did so during other 
days.129 This can shed some light on how they cut their consumption. 
Experiments conducted by the utility provides crucial insights for program 
implementation. According to the “default bias” theory, when confronted 
by a choice in which one option is viewed as the default, people stick to 
that option. SMUD’s customers showed this in spades: 95 percent of 
them stayed with time-varying pricing when it was the default, but only 
18 percent chose to opt in (the selection was also random).130 Fowlie et al. 
(2017) study the impacts of opt-in versus opt-out peak pricing programs 
(TOU and CPP). They find a significant reduction in peak electricity usage 
for both groups, with a larger effect for the opt-in group, as expected. 
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They also find that consumers on the CPP plan reduced their consump-
tion on non-event day, which can be consistent with habit formation, 
fixed adjustment costs or learning. They also explore the reasons for the 
default bias behavior, which is crucial for understanding program welfare 
implications.

The new behavioral business that doesn’t provide explicit control or 
dispatch signals is emerging.131 They provide information and tips to con-
sumers. An example of this type of business model is Opower. They send 
personal energy reports to households with information on own energy 
use, social comparisons (how they compare with similar households’ 
consumption) and energy conservation information and tips. Currently, 
100 utilities use the Opower platform. As of 2014, 6.2 million households 
were receiving home energy reports.132

Allcott (2011)133 and Allcott and Rogers (2014) evaluate a series of 
programs run by Opower. In their home energy report letters they com-
pared consumers’ electricity use with that of their neighbors. In behavioral 
science it is well-documented that social comparisons induce a decrease in 
energy demand.134 Allcott (2011) finds that the average program reduces 
energy consumption by 2.0 percent. They also find that the effect of 
non-price intervention is equivalent to that of a short-run electricity price 
increase from 11 to 20 percent, providing evidence of the cost-effectiveness 
of this type of model. Ayres et al. (2013) also analyze the importance of 
social comparisons to energy usage reduction. Using data from a large-
scale, random-assignment field experiment conducted by the Sacramento 
Municipal Utility District they find a reduction in energy consumption of 
2.1 percent in the treatment group that received periodically reports with 
peer comparison.

Schultz et al. (2007) reported a boomerang effect for consumers who 
deviated in the desired direction from the norm (that is, consuming under 
the desire level). In order to avoid this, they employed an injunctive 
norm,135 which in this case were smiley faces on the descriptive norm 
feedback reports given to these relatively low users and reported it had the 
power to avoid the boomerang effect. Allcott (2011) also provides some 
evidence of the power of injunctive norms.

Allcott and Rogers (2014) find a persistence (albeit deteriorated) of 
the effect of home comparison reports even after they are discontinued. 
This persistence should be taken into account when evaluating cost-
effectiveness of different policies.136

In order to understand this channel through which a policy intervention 
alters consumption decisions, Ito et al. (2015) study the effects of two types 
of interventions in consumers’ electricity consumption at peak times: a 
moral suasion (intrinsic motivation) and an economic incentive (extrinsic 
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motivation). The latter presented persistent and spillover effects (change 
in consumption at other than the interventions times), and the moral sua-
sion group the persistency was large and they found no evidence of habit 
formation. Interventions that appeal to consumers’ desire to conform with 
social norms may be effective for conservation purposes, but the same may 
not be true for peak time reductions.

Another issue raised by consumer theory is how to sell the program if 
consumers are expected to permanently change their consumption pat-
tern. Self-determination theory suggests that providing reward (demand 
reduction programs) for behavior that might otherwise occur through 
intrinsic motivation (climate change, outage concerns) can weaken intrin-
sic motives and be counterproductive over the long-term if they undermine 
intrinsic motivation to act.137 For instance, technologies that provide 
energy feedback at the appliance level – disaggregation technology – 
inform consumers exactly which appliances are consuming energy, provid-
ing them with a clear action plan, which may lead to an enhanced sense of 
competence or perceived control (self-determination theory and theory of 
planned behavior).

As we discussed, utilities can use smart grid technologies to directly 
control a variety of home equipment without consumer permissions or 
opt-out options. At first glance, this seems very effective, since it provides 
information on specific behaviors of the customer’s electricity usage 
and “makes it easier” for consumers. However, although direct control 
technologies facilitate savings, Leijten et al. (2014) found that consumers 
still preferred the option of choosing how to curtail consumption. These 
finding are in alignment with the theory of planned behavior, which states 
that perceived control is an important predecessor of behavior.

In general, emerging technology faces financial, technical and social 
barriers. Thus, each technology should be evaluated in light of consumer 
behavior science to uncover the best strategies to boost adoption of such 
technologies. Purchasing a car or installing a solar PV panel is an infre-
quent behavior, so financial incentives would probably be a good strategy. 
Some studies have found social influence plays an important role in the 
installation of rooftop solar PV systems: adding a solar PV system to a 
single home in a neighborhood significantly increases the average number 
of installations within a half-mile radius (Bollinger and Gillingham, 2012; 
Graziano and Gillingham, 2014). These findings may help drive fiscal 
policy regarding DERs.
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9.  ADDITIONAL CHALLENGES

9.1  Jurisdictional Challenge

The three main components of the traditional power delivery system 
are the generation source, long-distance high voltage transmission lines 
and the local distribution system, where voltage has to be lowered to be 
carried. Electricity has traditionally been produced by large-scale genera-
tion and flowed in one direction to consumers, allowing for reasonably 
clear demarcations of regulatory jurisdictional and oversight boundaries. 
The Federal Power Act establishes the current jurisdictional divide of 
regulatory authority between the federal government and the states (in 
general, federal regulators have authority over the bulk power system 
and interstate commerce while state and local regulators have oversight 
of the distribution system and retail sales). Most European countries 
have a single regulatory body responsible for overseeing and maintaining 
reliability of the countries’ power system. This division of authorities 
between the federal government and states is becoming more challenging 
with the advent of distributed generation and the two-way power flow. 
As DGs, distributed storage can also be interconnected with high or low 
voltage lines, as well as behind the meter, and along with DR, they can 
provide electricity services within the wholesale or retail markets for both 
transmission and distribution systems. Significant wholesale and retail 
competition in some locations among many diverse entities adds to the 
challenge.

The difficulty in defining the regulatory environment for DR is better 
exemplified by the judicial process that culminated in the Supreme Court 
decision ruling in favor of the FERC’s authority over DR.138 The Appeals 
Court decided that states had the right to regulate its utility markets.

Balancing area limits becomes also more challenging. Larger balanc-
ing areas139 could help manage variability with an increased geographic 
diversity and higher aggregation of generation.140 The integration of 
PacifiCorp and the California ISO Energy Imbalance Market reduced the 
amount of required flexibility reserves by 36 percent.141 In addition, the 
lack of common principals for transmission cost allocation across regions 
magnifies the difficulties.

9.2  Cybersecurity and Privacy

Traditionally, reliability of the grid has mainly referred to its physical 
system. However, the growing digitization and reliance on data brings the 
information infrastructure to the core of the reliability requirements.
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The increasingly widely distributed energy generation and consump-
tion data raises questions over the ownership and privacy concerns. As 
services become more digital and automated, power disruptions have 
greater consequences. Cybersecurity threats and vulnerabilities include: 
physical vulnerabilities; cybersecurity vulnerabilities that refers to all the 
approaches taken to protect data, systems and networks; control system 
vulnerabilities; electrical system vulnerabilities from electromagnetic 
pulse; utility electricity pricing system and billing vulnerabilities; data 
communication vulnerabilities; privacy and data confidentiality; observa-
tion vulnerabilities.142

This trend exacerbates the need for regulatory standards for cyber-
security, privacy and coordination to combat threats and information 
sharing.143 Utilities’ challenge in securing their information and operation 
technology systems is magnified by their dependence on each other: 
“systems are only as strong as their weakest links.”144

The increased amount of information on consumers also raises privacy 
concerns and the need to create privacy guidelines. Both standards and 
guidelines cannot be in conflict. Cybersecurity regulations needs some 
degree of flexibility to keep pace with evolving threats, which poses the 
challenge of building a transparent regulation that can evolve in the same 
pace of threats, as in the case of regulations for embracing the smart grid 
in general. As more “cloud-based” services and cloud computing for data 
storage and processing are employed, new cybersecurity methods have to 
be required.

The December 2015 cyberattack on the Ukrainian power grid demon-
strated how exposed utilities are, the impact size and increased stakehold-
ers’ concerns. Security issues were the most pressing concern according 
to the latest Utility Dive’s 2017 State of the Electric Utility Survey, after 
being ranked sixth in the previous years.145 Although there had been no 
devastating cyberattacks against US utilities,146 the same Russian hacker 
may be involved in both the attack on the Ukrainian grid and the hacking 
of Hillary Clinton during the 2016 presidential election.147 The estimated 
economic impact of a cyberattack on the US grid is also huge:148 $243 
billion if 50 out of the 676 large generators were disabled (plus insurance 
claims costs). Given the high connectivity of the grid, it is crucial that 
everyone connected to the electric grid adhere to minimum cybersecurity 
standards.

The dissemination of DERs and ICTs can also be part of the solution 
against cyber threats if the current network topology extends optimally 
to integrate microgrids at the customer or community level: it can help 
isolate failures, provide alternative pathways for avoiding component 
failures, resolve local failures before the entire network is exposed to 
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instability, and maintain continuity of service and assist in black start with 
the use of “islanding” operations.149

The valuation of DERs also needs to take cybersecurity into account in 
two dimensions: the process of pricing and the price itself. DERs partici-
pation in the price formation requires digital connections, and pricing and 
accounting systems need to be protected and monitored. This protection, 
in turn, costs, and needs to be recovered.
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  24.	 NERL (2015).
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  26.	 For starters, electricity generation technologies have different temporal and spatial 
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  27.	 Borenstein (2012).
  28.	 Richter (2013).
  29.	 The environmental externalities benefits are far too difficult to measure, but still 
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